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N-day Analysis:
“Black Project” challenge

Meethack
\




“Black Project”

Hey, | think someone
shared an important
secret via this website.

Could you retrieve It for
me, please?




Instructions

e Download the VM:
- The exact URL will be shared.

* Run it (via VirtualBox).

 Connect to the website (in HTTPS):
- https://localhost:1337
- Credentials: attacker / attacker
* Happy hacking!
- Flag is in the format: meethack{ 1l33t_strilng}




Caveats

* The challenge was intended to run on the latest version of
WordPress (6.6.2).

- Anew stable version (6.7) could have been released in the meanwhile
(target date: 2024-11-12).

- This means the vulnerability is not on WordPress core... € —

e Pay attention to the spoilers!

- My exploit is already publicly available on GitHub and it has already
been scraped by vulnerabilities collector websites... &

- A PoC by WPScan is scheduled to be released on 2024-11-11.
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